Puppet

Configuring your systems
so you don't have to...
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The Problem

Systems need to be configured

The more systems you have, the more work it 1s
to configure them all

Bad configuration can be worse than no
configuration

How do you make sure all of your systems
— Get properly contigured?
- Stay that way?



Manual System Configuration

Just log 1n and do 1t!

Fine for very small number of systems — a very small
number

Attempting to scale brings severe risk of carpal tunnel
Checklists can help... a little
Settings you care about buried with everything else
Missing:

— Auditing

— History

— Reliable documentation



Install Time Auto-Configuration

» Kickstart (RedHat), preseed (Debian), Jumpstart
(Solaris), etc

e Ensures new systems are brought into proper state as part
of 1nstallation process

e Then what?

— Changes 1n configuration policy
— Configs derived from dynamic data
— Validation that settings remain correct

— Multiple operating systems with varying install
support




SSH Keys and Shell Scripting

e (Great for ad-hoc or one off items
e Can be pushed out via cron

* But do you always write scripts that are:

— Concurrent safe s eoible
— Testable — Full of good
— Idempotent logging

— Reversible - Portable




Or....

Why bother to go through the trouble of
carefully writing scripts that are all those
things when you could use someone else's?




Puppet

* Guaranteed to be everything on that list of good
stuff

e Written in Ruby
o Extensible

e Client defaults to polling server for latest config
every 30 minutes

* Can listen to have push updates triggered

e Includes built-in file server
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Puppet Components

Config files

Config cache
Client facts




Configuration Elements

* Types

e Classes

* Nodes

* Templates

e Defines




Types

* A Type 1s a particular element that Puppet knows
how to configure

— Files (content, permissions, ownership)
— Packages (ensure 1nstalled or absent)
— Services (enabled/disabled, running/stopped)

- Exec (run commands)




Example: Managing sudoers File
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Cron
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Mount
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Filebucket

* Special resource for backing up changed files
* Provides complete record of all changes

e Can have multiple filebuckets
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backup => backup-bucket




Classes

* A named collection of type objects

e Can include or inherit from other classes
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Class Inheritance

class afile {
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ensure => file
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Nodes

e A configuration block matching a client
* Can contain types, classes

e “default” node matches any client without a node
block

node “erwin.wpil.edu” {

include sudo _class
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External Nodes

Node definitions can be defined outside of puppet
Script definition

— Takes 1n node name

— Returns node configuration
Node configuration in YAML format

— List of node specific variables

— List of classes to include

Ideal for sites with too many nodes to bother pre-
creating



Dependencies

e “require” and “‘before” settings ensures that types are
applied 1n the correct order

Filer [ % /etae/sudoctrs?.:

requlire => Package[sudo]
}
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Subscribes

e “notify” and “subscribe” settings can trigger cascaded
updates

» Particularly useful in services, exec
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Notifications

e Results can be sent to different log sources
— syslog, email, YAML dump, graphs
e Custom report methods are possible

e Simplest 1s email

From: report@puppethost
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//clienthost/server_base/File[/etc/syslog.conf]/ensur
e (notice): created




Templates

* Apply code and variable substitution
e Can be applied to files or strings

* Uses ERB, same templating engine as the famous Ruby
on Rails
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Facter

 Where all of those cool variables you use 1n templates
come from

e Default fact library includes OS type, version, arch, IP...
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kernel => Linux
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lsbdistcodename => Moonshine

lsbdistdescription => Fedora release 7 (Moonshine)



Using Facts

» Custom facts can be added to systems

 Conditional behavior based on facts
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Central Facts Repository

e Server can store client facts in SQL database

» (Great for running custom reports
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Defines

*Create simple functions that can be treated like classes

® °Can instantiate multiple type definitions
B W define svn_repo($path)
file { “$path”:

ensure => directory

}

exec { "/usr/bin/svnadmin create Spath/S$title":
bl sigste=" Mvauiin /et —dMSpat iy
require => File[S$path]

}
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Writing Custom Types

Programmed in Ruby
Simple ones are simple, harder ones are possible
Types are split into two components

— Type: defines type interface

— Provider: a specific implementation of backend
Types can have multiple providers

— package: apt, yum, emerge...

— user: useradd, pw, netinfo

Puppet fileserver can be used to push new code out to
clients



Simple Sysctl Type

 /etc/sysctl.cont 1s a stmple “key = val” format file
containing multiple kernel parameter tweaks

 Example line:

net.ipv4d.ip_ forward = 0
* Sample code only edits file

e Uses ParsedFile helper library




Type Code

module Puppet
newtype (:sysctl) do
ensurable
newparam(:name, :namevar => true) do

end

newproperty(:val) do

end

newproperty(:target) do
end
end

end




Provider Code

require 'puppet/provider/parsedfile’
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:parent => Puppet::Provider::ParsedFile,
:default_target => conffile,
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Sysctl Usage
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Conclusions

 We'e all stuck on the hamster wheel
* Makes easy stuff easy, hard stuff possible
e Similar projects

— cfengine

s bete?

Additional Resources

— http://reductivelabs.com/trac/puppet
— http://reductivelabs.com/trac/puppet/wiki/LanguageTutorial
— http://reductivelabs.com/trac/puppet/wiki/CompleteConfiguration

— #puppet on irc.freenode.org




